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Confidentiality
All information contained in this document is confidential and proprietary to REALTECH Systems Corporation, constituting its trade secrets and privileged confidential property.  It is furnished with the understanding that it will not, without written permission of REALTECH Systems Corporation, be used for other than evaluation purposes or be disclosed to any third party.
1. Purpose of Document

The intention of this Scope of Work (SOW) is to present iBasis, Inc (iBasis) with a document that describes a client-initiated Virtual Private Network (VPN) solution and implementation strategy.  REALTECH Systems Corporation’s (REALTECH) combines proven implementation methodology with engineering and technical expertise to present a solution that provides optimal benefit to iBasis.

REALTECH’s ability to deliver a successful solution is based on understanding two key areas, iBasis business and technical requirements and the existing corporate infrastructure.  The Rapid Assessment of the existing network, networking elements (routers, servers etc.) and configurations provided REALTECH with a baseline of information to be used to develop the solution presented in this document.

A solution can only be deemed successful if it is implemented well and the turnover to the client is smooth.  A well developed implementation plan and communication with iBasis are critical to achieving this goal.  Therefore, included in this Scope of Work are the following:

· VPN Solution and supporting documentation

· A detailed Project Plan

· Implementation methodologies and supporting documentation

It is not REALTECH’s intention to account for every possible contingency in this document or to imply that REALTECH can anticipate potential risks that may occur during the implementation of this project.  Should any negative impact situations occur, REALTECH will take the steps necessary to provide the appropriate solution and satisfy the customer’s expectations 


· 
· 
· 

2. Statement of Objectives

The objective of this project is to provide iBasis with a scalable, redundant, secure and manageable means for remote users, such as their International sales force, to access corporate resources.  This dial-up solution already exists today which is comprised of a Cisco AS5300 utilizing two T-1/PRI circuits and a Cisco Secure Access Control Server (ACS) authentication server.  To leverage the accessibility of the Internet and provide a more global access solution, iBasis has expressed the desire to reap the benefits of utilizing a Virtual Private Network (VPN) solution.  Implementing a VPN solution provides an alternate means for conventional dial-up connectivity to corporate resources.  This will enable remote users to access local Internet Service Provider (ISP’s) via xDSL or cable modems to reduce cost and possibly increase throughput.  The VPN solution must be able to support their existing client base of fifty users and future growth of 100% each year.  IBasis has expressed the desire, in the future, to complement the security of the Cisco Secure authentication server by utilizing token password technology to create dynamic passwords.
Supporting the user community and setting expectations with the remote users is a common challenge for IT departments.  To speed adaptation of this new implementation for their users, iBasis also requires development of supporting documentation not only for their IT staff but also for their user community.  An interactive Computer Based Training (CBT) and a step-by-step user manual will be created as part of this project.  REALTECH also recommends a user feedback process.  This critical portion of the project will enable IT to received immediate user feedback and to use that knowledge to better understand the needs of their user community. 



3. The VPN Solution
Virtual Private Networks (VPNs) extends a protected network and resources to remote users over a public network such as the Internet.  Careful consideration and planning is required to select the appropriate technology and components that will provide a balance of security and usability.  The following sections summarize information from the Rapid Assessment and related research as well as the resulting recommendation for the solution.

3.1. Design overview
During the discovery process REALTECH identified the following requirements:
· The solution is based on the Cisco product line to complement iBasis business model of being a Cisco Powered Network

· Access must be achieved using VPN technology

· The solution utilizes the existing network elements and related software

· The traveling sales force and remote users are located worldwide

· User authentication is required to increase security in case of theft of the actual VPN client equipment

· Access to internal defined resources

· The solution must be manageable and minimize support requirements


· 
· 
· 
· 
· 
· 
· 
The design includes utilizing the existing Cisco 7120-4T1 VPN router and the addition of an Integrated Service Module (ISM) to handle VPN processes which also provides a complimentary, unrestricted license for the Cisco VPN Client software. 

After further discussions with iBasis, it has been decided that the 7120 specifications of 50+ Mbps throughput and 175 Kpps (with ISM, 90 Mbps throughput and 2000 simultaneous users)  is sufficient for their current.  Even though the 7140 provide a higher throughput and redundant power supply, the time it would take to receive the new router is unacceptable to iBasis.  The time of completion of the VPN solution is a key factor as iBasis has many employees overseas with the immediate need for an alternative method to accessing corporate resources.  Currently, iBasis is incurring the costs of International users dialing into the AS5300 access server.  


· 
· 
· 
· 
· 
· 
· 
The design for the iBasis' VPN Solution is based on determining the following:

· Identifying VPN technology that will best fit the requirements stated above

· Determining the necessary network elements needed to implement the solution

· Placement of the network elements to ensure security and full functionality



· 
· 
· 
· 
· 

· 
· 

3.2. VPN technologies summary



The technologies associated with VPN solutions include tunneling protocols, encryption standards and authentication methods.  


3.2.1. Tunneling
Tunneling protocols are used to encapsulate either layer 2 or layer 3 protocols into another protocol to be transported over a network like the Internet.   The virtual communication path that is developed using this protocol are referred to as “tunnels”.  Using this technology, a company does not require the use of private leased lines for Wide Area communication, but instead create “tunnels” across public networks.  Common tunneling protocols include the Internet Protocol Security (IPSec), Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP) and Layer 2 Fowarding (L2F).  
3.2.2. Encryption
Cryptography, from the word “kryptos” meaning hidden, uses encryption algorithms to provide information security.  The process of encrypting, converting data into a unreadable form, or decrypting, which is the opposite process, is called a “cipher”.  Encryption methods include the Data Encryption Standard (DES), RC4, International Data Encryption Algorithm  (IDEA) and Blowfish.   

Encryption uses algorithms that are based upon keys to encrypt and decrypt information.  Key algorithms can either be public-key (asymmetric) or secret-key (symmetric).  Public-key algorithms use a different key for encryption and decryption whereas secret-key algorithms use the same key for encryption and decryption.  Public-key algorithms or ciphers use a public key to encrypt data.  This key can be known to anyone.  The decryption of information requires a different key, the private or secret key.  Only if the private or secret key is known can a user decrypt information created from the public key.  Secret-key algorithms have the ability to encrypt a single bit of plain text at time (stream cipher) or can encrypt a number of bits of plain text at a time (block cipher).  Examples of secret-key encryption algorithms are DES, Blowfish, IDEA and RC4.

3.2.3. Authentication
Authentication is a method to challenge the device or person wanting access to resources.  The most common and least secure authentication method utilizes a user name and password that will be required before allowing access.  Internet businesses that require a more stringent authentication process can make use of digital certificates issued and verified by a Certificate Authority (CA).
Certificate Authorities (CA) revolves around the premise of issuing digital certificates to verify the identity of two parties and they are in fact whom they claim to be.   This provides for the authenticity and data integrity of the information communicated.  Digital certificates are primarily used when implementing public-key cryptography.  Utilizing a public-key algorithm generates a key-pair, one is private and the other is public.  The public key, only used for encryption, is passed within a digital certificate to persons wishing to communicate with the person holding the other half of the key-pair, the private key. 

Digital certificates contain the following information:




· Person issued to

· Issuing party (CA)

· Public key information

· Serial number

· Expiration date

· Signed with the private key of the Certificate Authority 

The setup, planning and coordination of using a Certificate Authority can be further expanded to encompass secure e-mail and web server communication.  The security is dramatically increased with the use of a CA but requires a preliminary design and management of certificates.   Additional planning and design is required to be correctly implemented.  

The use of a token password technology increases the security of the VPN access.  Using token passwords requires a username and password but complements the security of a static password.  Each time a user is prompted to login, they must enter their username but for their password, a dynamic prefix (token) must be pre-pended to the password.  Each user carries around a device (SecurID Token) which displays a changing sequence of numbers.  The ever-changing sequence of numbers (SecurID token) is synchronized to the SecurID ACE server.  The token being generated is identical on the server and on the SecurID Token.  Secure access can only be gained if the username, exact instance of token and static password is known.  The manageability of the ACE Server requires the maintenance of the user accounts (can use NT domain database) and the SecurID tokens (expiration date and synchronization with ACE Server). Further discussions resulted to IBasis not wanting to implement token passwords at this time.


3.3. VPN technology comparison and analysis
3.3.1. Tunneling

Point-to-Point Tunneling Protocol (PPTP), an extension of the Point-to-Point Protocol (PPP), encapsulates the local traffic into PPP and then into Generic Routing Encapsulation (GRE) packets to be sent through an IP network.  Microsoft has an implementation of PPTP that uses Challenge-Handshake Authentication Protocol (MS-CHAPv1) for authentication and Microsoft’s Point-to-Point Encryption (MPPE) for encryption (40/128-bit RC4).  Microsoft’s PPTP implementation lacked maturity in the areas of authentication and encryption.  Instead of using a strong key-exchange algorithm like Diffie-Hellman or Internet Key Exchange (IKE), user passwords were used for keys in hash algorithms.  The weaknesses of MS-CHAPv1 supposedly are fixed with MS-CHAPv2 which is available in version 1.3 of Dial-Up Networking (DUN). 

Layer 2 Tunneling Protocol (L2TP) is another tunneling protocol, which tunnels PPP traffic. L2TP combines the features found in Layer 2 Forwarding (L2F) and PPTP.  Authentication methods include CHAP, PAP (Password Authentication Protocol) and MS-CHAP.

IPSec is not a tunneling protocol but does provide for data confidentiality, integrity, and authentication of transmitted data.  Tunneling protocols are used between two communication endpoints by encapsulating or hiding one protocol into another.  Making the original protocol unnoticeable during transmission.  IPSec performs the same function by encrypting the original information and making it undecipherable during transmission.  Authentication methods ensure only the communication endpoints will be able to decrypt this information.

Internet Protocol Security (IPSec) is a set of standards, which provides for the secure transmission of sensitive information.  IPSec defines a new set of IP headers to be added to the original IP datagram to ensure data integrity and authenticity (using a keyed hash).  IPSec supports two modes of operation: transport and tunnel modes.  In transport mode, the original IP header of a datagram is left intact while the IPSec header is placed behind the original IP header and the payload (data) is encrypted.  In tunnel mode, the entire datagram is encrypted and a new IP header is created (specifying only the source and destination addresses of the VPN tunnel).  The IPSec header is placed behind the new IP header with the original, now encrypted, datagram as the payload.  IPSec ensures data integrity (using secret or public key algorithms to ensure the original data has not been tampered with), confidentiality (using data encryption methods such as DES and 3DES) and authentication (using shared key system or digital signatures).  The open standards and features of IPSec provide high security and interoperability in a multi-vendor environment.



3.3.2. Encryption methods
Given time and resources, 



encryption algorithms are possible to decipher.  The main objective is to make the process as difficult as possible.  

Data Encryption Standard (DES) is a block cipher that uses a 64-bit block size.  This means that information can be encrypted in blocks of 64-bits. 

Triple-DES (3DES) is an extension of regular DES but uses a 128-bit public-key.

Blowfish is a block cipher which uses a 64-bit block size but can also use variable length keys up to 448-bits.  

International Data Encryption Algorithm (IDEA) is a block cipher using a 128-bit key.

RC4, a stream cipher that uses a variable–bit key (40/128).

Microsoft’s Point-to-Point Encryption (MPPE) and Cisco Encryption Technology (CET) are both encryption solutions, however they lack some key features necessary to fulfill iBasis requirements.  

MPPE is supported on Windows NT/98/95 client platforms, however it is currently not supported on Cisco routers except the 7100 and 7200 VPN routers.  This limitation results in a limited solution for implementing the VPN technology.  This encryption method would also be more costly to iBasis because it is only supported on a limited number of platforms.  All Cisco devices support CET however it is still proprietary and would not be supported in a multi-vendor environment.  




3.4. Tunneling and encryption recommendations

To give iBasis the necessary versatility to support future unknown, possible multi-vendor customer premise equipment, REALTECH recommends IPSec.  IPSec will provide iBasis with the capability to support three essential components of a secured VPN connection: packet authentication, encryption and tunneling.  

The encryption protocol to be selected depends on the level of security required and the laws governing the export and import of this technology.  The sensitivity of information being transported will decide whether strong encryption (128-bit) will be used.  Security must also be weighed against performance.  Security should not be increased to a point where the performance of the secure transmission is substantially degraded. 

A key factor in defining the solution are the International iBasis offices and their need to create a VPN back to the United States.  Even though the United States has relaxed its regulations of exporting 128-bit encryption technology, iBasis is extremely concerned with the laws governing this in other countries.  Because of this, it has been decided to implement the minimal bit size key used for encryption/decryption.  The use of the Cisco product line and IPSec currently only allows for DES and 3DES encryption methods.  

The Cisco Secure VPN Client software will be used with IPSec and DES encryption to work in conjunction with the existing 7120 VPN router to support iBasis’ VPN solution.





3.5. Encryption export regulations

On January 12, 2000, the Department of Commerce Bureau of Export Administration (BXA) announced new encryption export regulations.  iBasis is solely responsible for determining and adhering to the import laws and regulations of foreign countries.
Below is a paragraph taken from the public announcement on US Department of Commerce’ web site at:

 http://204.193.246.62/public.nsf/docs/60D6B47456BB389F852568640078B6C0
“Any encryption commodity or software, including components, of any key length can now be exported under a license exception after a technical review to any non-government end-user in any country except for the seven state supporters of terrorism. Exports previously allowed only for a company's internal use can now be used for any activity, including communication with other firms, supply chains and customers. Previous liberalizations for banks, financial institutions and other approved sectors are continued and subsumed under the license exception. Exports to government end-users may be approved under a license.” 

This information can also be downloaded, in Acrobat format (.pdf) from:

http://www.epic.org/crypto/export_controls/finalregs.pdf




3.6. Network elements and software
Client initiated VPN access entails a remote user with a laptop or Personal Computer (PC) connecting to the Internet via dialup or direct access.  Once connected to the Internet, the remote user must then initiate a secure and reliable communication to resources located back in the corporate office.  The key components involved are the client VPN software (which is used to initiate and create the VPN tunnel) and the VPN router (which is used to terminate the VPN tunnel) at the corporate office.
3.6.1. Cisco 7100 VPN router
The Cisco 7100 Series VPN Router features diverse high speed WAN interfaces (T1, DS3 and OC3), high speed LAN interfaces (dual auto-sensing 10/100 FastEthernet ports), embedded Reduced Instruction Set Computer (RISC) processor, one expansion slot for LAN / WAN interface and a service module slot to support an Integrated Service Module (ISM).


The Integrated Service Module (ISM) is a hardware accelerator module used to offload the processor intensive functions of encrypting and decrypting packets from the main processor, minimizing the effects on system resources.  The ISM provides up to 90 Mbps for site-to-site VPN tunnels and supports up to 2000 simultaneous 128-bit 3DES or RC4 encrypted sessions.

There are two different models in the Cisco 7100 VPN Router Series; the 7120 and 7140.  The Cisco 7120 is an entry-level model with a R5000 series RISC processor, supporting 175 Kpps (packets per second) throughput.  The Cisco 7140 offers a more powerful solution with a R7000 RISC processor and supporting 300 Kpps (packets per second) throughput.  With both models, using hardware encryption supports a throughput of 90 Mbps.  However, without hardware assisted encryption the Cisco 7120 has a throughput of 50+ Mbps while the Cisco 7140 has a throughput of 90+ Mbps.

VPN features of the Cisco 7100 include:
· IPSec, PPTP, GRE, L2TP and L2F tunneling protocols

· IPSec (DES and 3 DES) and MPPE (40/128-bit RC4) encryption methods

· Support for Entrust and Verisign certificate authorities using x.509 digital certificates

The following are the specifications of iBasis’ existing Cisco 7100 VPN router:
· Cisco 7120-4T1

· R527x CPU at 225 Mhz

· 128 MB SDRAM

· 48 MB Flash

· Internetworking Operating System (IOS) 12.0(4)XE (c7100-JOS56I-M)

· Bootstrap Version 12.0(5r)XE, Release Software (fc1) 2 FastEthernet Interfaces
· 2 FastEthernet Interfaces
· 4 Serial Interfaces


3.6.2. Comparison of Cisco 7100 to the Cisco 3000 (Formally Altiga)
A comparable Cisco VPN product is the 3000 Concentrator Series.  The 3000 series product line is the original Model C15, C30 and C60 from Altiga Networks.  Cisco Systems completed the acquisition of Altiga Networks on March 29, 2000.

The comparison of the three models of the new Cisco 3000 Concentrator Series and the Cisco 7100 VPN Routers are shown below.  The 3030 concentrator is comparable to the 7120 and the 3060 model is comparable to the 7140.
A comparison of the 7140 and the 3060 model results in the 3060 leading in the Mbps throughput and the maximum number of simultaneous users supported.  Each of the models, 3030, 3060, 7120 and 7140 will not only meet but also exceed the requirements of iBasis.  Other features to consider is the Command Line Interface (CLI) found in the 7100 routers is the same as with other Cisco routers and the ability to add the Firewall Feature Set to the software to provide for firewall services.  The familiar CLI will lead to ease of management and the ability to add the Firewall Feature Set provides added security.  


3030
7120
3060
7140

Max Memory
128MB
256MB
256MB
256MB

Processor Type
PowerPC
RISC
PowerPC
RISC

Encryption Throughput
50Mbps
90Mbps
100Mbps
90Mbps

Simultaneous Users
1500
2000
5000
2000

LAN Interfaces (10/100 Tx)
3
2
3
2

WAN Interfaces Supported
Option
Option
Single
Option(Dual)

User Authentication
RADIUS
RADIUS
RADIUS
RADIUS


n/a
TACACS+
n/a
TACACS+


NT Domain
n/a
NT Domain
n/a


SecurID
SecurID
SecurID
SecurID


n/a
CHAP
n/a
CHAP

Dual Power Supplies
Option
n/a
Option
Yes

Benefits of 3030 Versus 7120

· 3 Ethernet interfaces as compared to 2 Ethernet interfaces

· Dual power supply option as compared to single power supply

· Redundant chassis option as compared to none

Benefits of 7120 Versus 3030

· 256MB of maximum supported memory as compared to 128MB

· 90Mbps of encrypted throughput as compared to 50Mbps

· 2000 simultaneous connections as compared to 1500

· $22,523 list price as compared to $23,360 (see below for specifications)

· 4-port serial interface (at the price above) as compared to none

· Support for Cisco’s Firewall Feature Set software to provide firewall services

· Cisco IOS Command Line Interface (CLI) as compared to proprietary
Benefits of 3060 Versus 7140

· 100Mbps of encrypted throughput as compared to 90Mbps

· 5000 simultaneous connections as compared to 2000

· 3 Ethernet interfaces as compared to 2 Ethernet interfaces

· Redundant chassis option as compared to none

Benefits of 7140 Versus 3060

· 2 WAN interfaces supported as compared to 1 WAN interface

· $27,914 list price as compared to $42,160 (see below for specifications)

· Dual power supplies (at the price above) as compared to one (optional)

· Support for Cisco’s Firewall Feature Set software to provide firewall services

· Cisco IOS Command Line Interface (CLI) as compared to proprietary

Cisco 7120 Router, 4-Port Serial, Dual 10/100 FE, AC, IP SW 
Part Number
Description
List Price

CISCO7120-4T1
Cisco 7120 Router, 4-Port Serial, Dual 10/100 FE, AC, IP SW
$11,900.00

IP/3D-SW-C71K
SF71CK2 -  IOS IP IPSEC 3DES
$0.00

S71CK2-12101E
Cisco 7100 Series IOS IP IPSEC 3DES
$2,500.00

MEM-7120/40-128S
Cisco 7100 128 MB SDRAM System Memory
$1,200.00

MEM-7100-FLD48M
Cisco 7100 I/O PCMCIA Flash Disk, 48 MB (default)
$0.00

CAB-AC
Power Cord,110V
$0.00

SM-ISM
Integrated Service Module for IPSec & MPPE encryption
$5,000.00

CON-SNT-7120
SMARTnet 8x5xNBD for Cisco 7120 Routers
$1,923.00


Total
$22,523.00

Cisco VPN 3030 Concentrator (Non-Redundant & 1 pwr supply)
Part Number
Description
List Price

CVPN3030-NR
Cisco VPN 3030 Concentrator (Non-Redundant & 1 pwr supply)
$17,000.00

CVPN3030-SW
SW Load for Cisco VPN 3030 Concentrator (req'd for 3030)
$5,000.00

CVPN3000-PC-US
Power Cord US Canada
$0.00

CON-SNT-VPN-3030NR
SNT-CVPN3030 Non Redundant
$1,360.00


Total
$23,360.00

Cisco 7140 Router, Dual 10/100 FE, Dual AC, IP SW
Part Number 
Description
List Price

CISCO7140-2FE
Cisco 7140 Router, Dual 10/100 FE, Dual AC, IP SW
$14,000.00

IP/3D-SW-C71K
SF71CK2 -  IOS IP IPSEC 3DES
$0.00

S71CK2-12101E
Cisco 7100 Series IOS IP IPSEC 3DES
$2,500.00

MEM-7120/40-256S
Cisco 7100 256 MB SDRAM System Memory
$3,600.00

MEM-7100-FLD48M
Cisco 7100 I/O PCMCIA Flash Disk, 48 MB (default)
$0.00

CAB-AC
Power Cord,110V
$0.00

SM-ISM
Integrated Service Module for IPSec & MPPE encryption
$5,000.00

CON-SNT-7140
SMARTnet 8x5xNBD for Cisco 7140 Routers
$2,814.00


Total
$27,914.00

*Note:  256 MB SDRAM is specified for identical configuration comparison with the 3060.

Cisco VPN 3060 Concentrator (Non-Redundant & 1 pwr supply)
Part Number
Description
List Price

CVPN3060-NR
Cisco VPN 3060 Concentrator (Non-Redundant & 1 pwr supply)
$27,000.00

CVPN3060-SW
SW Load for Cisco VPN 3060 Concentrator (req'd for 3060)
$13,000.00

CVPN3000-PC-US
Power Cord US Canada
$0.00

CON-SNT-VPN-3060NR
SNT-CVPN3060 Non Redundant
$2,160.00


Total
$42,160.00

3.6.3. Comparison of Cisco 7120 to Cisco 7140

To support the future growth and performance needs of iBasis’ VPN solution, it is recommended that an Integrated Service Module (ISM) be used.  The use of an ISM will enhance the performance of the Cisco 7100 as more VPN tunnels are terminated on the router.  

Part Number 
Description
List Price

SM-ISM
Integrated Service Module for IPSec & MPPE encryption
$5,000.00

Even though the 7140 sports a faster processor (R7000 vs R5000) and faster throughput (90+ Mbps vs 50+ Mbps) than the 7120, when both models utilize the Integrated Service Module, the processor speed, throughput, and supported simultaneous users are identical for encryption.  With the ISM, the encrypted throughput is 90 Mbps and the maximum number of simultaneous users is 2,000.  

The advantages of the 7140 versus the 7120 are:
· R7000 processor as opposed to R5000 processor 

· 300 Kbps throughput as opposed to 175 Kbps

· Redundant power supply as opposed to single power supply

The faster processor and throughput of the 7140 will be realized in layer 3 routing functions and the scaleable WAN interfaces it supports.  A second power supply provides redundancy in case of a power supply failure in the chassis or a power outage in iBasis’ facility.  

Only the two existing FastEthernet interfaces of the router is required for the implementation of this VPN solution for iBasis.  Because of this and the inability of the 7120 to be upgraded to the processing capability of the 7140, it is recommended that the existing 7120 router (CISCO7120-4T1) be returned / exchanged for a 7140 router (CISCO7140-2FE).  The price of the 7120 chassis with four serial ports and two FE ports as compared to the 7140 chassis with just the two FE ports is approximately $3,000 dollars.   

*NOTE: 128 MB SDRAM is specified for the identical configuration comparison with the 7120.
3.6.4. Client VPN Software
Different client VPN software is available dependent on the tunneling protocol and encryption method used.  Cisco Secure’s VPN Client software provides remote users the ability to initiate IPSec tunnels and terminate onto the 7100.  This software allows for the creation of IPSec DES and 3DES encrypted tunnels.   Microsoft Windows Dial-Up Networking currently only support PPTP and in newer versions (above ver1.2) will support PPTP/MPPE.  L2TP and L2TP/IPSec will be supported with Microsoft Windows 2000.
3.7. Recommended VPN Network Elements and Software
IBasis’ VPN solution must support 50 remote users and growth of a 100% each year.  Because the number of site-to-site VPN tunnels has not yet been identified, it is difficult to determine the exact number of VPN tunnels that are required.























IBasis decided that the 7120 VPN router is sufficient for their current needs.  IBasis is extremely concerned with deploying a VPN solution as quickly as possible and to providing an alternative means of remote access to their current dial-up solution. 

To protect against the unauthorized use of an iBasis laptop or remote PC (which has the Cisco Secure VPN Client software loaded on it) to access iBasis’ network, individual user login is required to bring up the established VPN tunnel.  If authentication fails at this time, the VPN tunnel will not be created.  To provide this security function, extended authentication (Xauth) will be configured on the 7100 VPN router but first requires the software be upgraded to version 12.1.(1a)T1.
The existing IOS software Feature Set on iBasis’ 7100 router is Enterprise.  Enterprise Feature Set consists of almost all functions of the other software Feature Sets combined.  Because of this, the software is more expensive and is a larger file to store in flash memory.  Since the protocol being used to access the Internet and local resources is TCP/IP, the Enterprise feature set is not needed.  
The software Feature Set will be changed to IP/FW/IDS IPSec 3DES to provide for IPSec and DES encryption and the future possibilities of 128-bit 3DES, Firewall services and Intrusion Detection System.  The changing of the Feature Set will require the appropriate Feature Set license be purchased combined with the respective software support agreement.  Version 12.1(1a)T1 of the IP/FW/IDS/ IPSec 3DES Feature Set requires a minimum of 16MB flash and 64 MB DRAM.
Because of the Cisco  



3.7.1. 


Cisco Secure VPN Client System requirements are as follows:
· PC-compatible system with Pentium processor

· Microsoft Windows 95/98 or NT 4.0 (Service Pack 3, 4, or 5)

· 18 MB free disk space

· 16 MB RAM minimum for Windows 98, 32 MB for Windows NT

· Ethernet network interface card (NIC) or modem

Below is the part number and description for purchasing the Cisco Secure VPN Client software.  

*NOTE: An unlimited license of the Cisco Secure VPN Client comes with the purchase of an Integrated Service Module (ISM).
Part Number
Description

VPN-SW-3DES-UR=
Unrestricted User License with 168-bit DES

** Support for the Cisco Secure VPN client must be purchased separately.




3.8. Strategic placement
The strategic placement of the VPN devices require that it provide remote users full functionality as if they were locally connected to the corporate network.  Examples of resources accessed are e-mail, files, applications and databases.  The VPN must take into account the flow of information to the necessary resources, existing address translation and security filters.  

With this design, the Cisco 7100 will be placed in parallel to the existing Cisco Pix Firewall  (See Proposed Design Appendix B).  By situating the 7100 in this position minimizes the impact on the existing network.  Traffic traversing from iBasis' internal network through the Pix firewall and out to the Internet, and vice versus is not effected.  VPN traffic coming in from the Internet will access through the existing Internet links but instead of hitting the firewall, will be directed to the outside Ethernet interface of the 7100.  
3.9. User Authentication
Security will be configured as such to only allow inbound ports necessary to setup the IPSec tunnel.  To authenticate the remote user(s), each one will need to have the same pre-shared key identified on the Cisco 7100.  To complement this further, each remote user must authenticate with the authentication server with a username and password.   If authentication fails at this point, the IPSec tunnel will be torn down thereby restricting access.  VPN user authentication is provided with the configuration of Xauth made available with the software upgrade of the 7100 router to 12.1(1a)T1.  
The existing Cisco Secure ACS is already in production and provides authentication to users who dial-in to the Cisco AS5300 access server.  The same ACS will be required to provide authentication to the remote users initiating and terminating the VPN on the 7100 router.  To ensure ease of management of the user database on the ACS, the ACS is using the Windows NT domain database so as to have a single point of user/group account administration.












4. Implementation Methodology
The following section describes the REALTECH’s Implementation Methodology that will facilitate tracking of milestones for this project, the ease of timeline creation and simplification to implementation procedures.
4.1. Pre-Implementation
The steps within this stage will follow immediately after the delivery and acceptance of this Scope of Work.   

4.1.1. Procurement


Procurement of the necessary hardware and software are based on the recommended solution list found in Recommended VPN Network Elements and Software. Ancillary materials such as cables and hubs are listed as part of iBasis’ responsibilities.

The recommended solution uses 168-bit encryption in the Cisco 7120 router, registration for higher encryption IOS software must be done during the software purchasing process.  

4.1.2. Plan development and acceptance
REALTECH will provide iBasis with two deliverables to ensure the recommended solution will be thoroughly tested and customized to iBasis needs.  The deliverables are as follows:
Test Plan
REALTECH will be developing a test plan to verify the functionality of the proposed VPN solution.  iBasis will review and validate the test plan to address possible issues that were not foreseen by REALTECH.  A VPN test plan is comprised of network system tests and user system testing.  The test plan includes the following: 

· IP connectivity from network systems to user systems 

· VPN client connectivity to VPN router

· VPN authentication functions

· VPN users’ system ability to browse Network Neighborhood

· VPN client NT domain login
· VPN session termination on timeout





User feedback plan
iBasis IS staff will identify six test users who will use the VPN solution.  The six test users should be selected to ensure a complete test of this solution.  After the six test users install and configured the VPN Client software, they will be asked to fill out a feedback questionnaire.  The feedback questionnaire and the collection and distribution method will be developed in conjunction with iBasis to maximize the effectiveness of this process.

4.1.3. Sample system configuration
During the Implementation stage, 
sample system configurations and preparations will be made on  the following network elements:

Cisco Catalyst 6509
Reserve a switch port on both internal and external VLANs in the Catalyst 6509 for the placement of the Cisco 7100 router.  The port assignments are to be made by iBasis IT staff.  These ports are then manually configured for setting of 100Mb full duplex with port fast enable.
Cisco 7120 Router
Configure both external and internal Fast Ethernet interfaces on the router with an IP addresses (assigned by iBasis) and descriptions of the interfaces.  The router is then configured for client initiated VPN access.  This includes the creation of the internal VPN IP address pool, the ISAKMP transform map, the IPSec encryption algorithm and the client dynamic map with extended authentication.  The IP network address range is to be provided by iBasis IT staff and should be an entire class C network.  X-auth uses TACACS+ to authenticate users wanting access.   These TACACS+ authentication requests will be processed by a Cisco Secure Server, which will perform a search through the NT domain SAM databases for request validation.  Routing for the internal interfaces will be handled by OSPF that directs the VPN traffic through the internal network.  Routing for the external interface will be performed by a static route, which will be pointing to the HSRP address of the external routers.
Cisco Secure Server
The Cisco Secure Server is already configured to process authentication requests from the Cisco AS5300.  For the Cisco Secure Server to communicate with Cisco 7120 router, the server only needs to be configured with the internal IP address and password of the Cisco 7120 router.

Cisco VPN Client 1.1 security policy
REALTECH will generate a VPN client security policy from a pre-installed VPN Security Policy Editor.   This security policy will serve as a standard policy for all VPN clients.  The security policy editor will be configured as follows:

· Add new connection policy

· Configure Secure Gateway Address

· Configure client’s identity

· Setup pre-share key

· Configure authentication proposal

· Configure key exchange proposal

· Configure SA lifetimes to allow for session timeout

· Configure encryption and authentication methods
After configuration, the VPN policy will be saved to a file and the this file will be transferred and loaded into other VPN clients.
VPN Client laptop and workstation 
REALTECH will coordinate with iBasis IS staff to obtain a laptop or workstation with standard configurations as well as login access to common user applications and resources.  The machines should have Windows Internet Name Service (WINS) configured to (on the interface adapter that will be used to access the Internet) pointing to the corporate WINS server.  A batch file will be created to map the necessary network drives.  Shortcuts should be created to network computers to allow for easy access through Network Neighborhood. 


4.1.4. Documentation

User manual

User manual will document the steps required to install and troubleshoot the VPN client software.  REALTECH will be working with iBasis’ technical writer to establish an outline and a standard format of the user manual.  The completion of the manual is a prerequisite for the next stage of the project.  
The creation of the user manual will be a three-stage process: 
Initial planning
The initial planning stage involves performing a user analysis and task analysis.  The user analysis involves defining the targeted users.  It has already been determined that the primary user audience will be the Sales force.  It will be assumed that the user already knows how to connect to their ISP and access the Internet.

The task analysis involves determining the common uses and tasks for the VPN client software.  The common task involves the installation, configuration, utilization and troubleshooting of the VPN software.
Establish a document plan

This stage involves the creation and design of the manual’s content in iBasis format.  The contents of a user manual are as follows:
Table of Contents

· Introduction

Define documents purpose (work with Technical Editor)

Define the intended audience and prerequisites

Brief introduction to the technology

· Operational Steps

Installation

Configuration

How to Operate/Use the software

(Provide Visual Aids (Screen Shots / Diagrams)) 

Define limitations

· Troubleshooting Steps

What should I do if I have a problem?

· Who should I contact?

· Provide References (for detailed technical information regarding VPNs)

· Have a Frequently Asked Questions (FAQ’s) section

Common questions asked by users

· Provide a means for user feedback (possibly via email or reader-comment form)

· Provide blank pages for user notes

· Trademarks/License Agreements

The following document format elements also need to be considered:

· Headings/Lists

· Abbreviations/Symbols

· Margins/Indentation/Alignments

· Font Size/Color

· Page Size

· Headers/Footers



Review drafts and ‘sign off’
This is the final stage of the documentation process before distributing it to the test users.  iBasis will review the document and provide comments/feedback to REALTECH. After considering the comments and implementing any changes, the document will be distributed to the test users during the implementation stage of the project. Their comments and feedback will be incorporated into the user manual.  After final changes to the documentation has been made, REALTECH and iBasis will ‘sign-off’ on the document and have it ready for distribution.


Creation of CBT
A CBT will be created to provide iBasis users with VPN client training.  REALTECH’s Training Department, with the input of REALTECH engineers, will work closely with iBasis to customize the CBT.  
After the user manual is created, REALTECH’s Training Department will create a project plan based on the resources needed to complete this task.

4.2. Implementation 
Stage II is the implementation.  This stage incorporates the installation and configuration of the equipment in addition to the distribution of the client software to the six test users.   After the equipment configuration, testing will be conducted according to the test plan developed in Stage I.  The questionnaires will be collected after the testing for review.  By the end of this stage, both the user manual and CBT will be completed and ready for distribution. 
4.2.1. Hardware configuration





The necessary hardware will be installed onto the production network with minimal impact to iBasis’ network.  This includes the mounting of the Cisco equipment, inserting the new ISM module and connecting the router on the external and internal Fast Ethernet networks (parallel to the existing PIX firewall).
4.2.2. System configuration
All systems will be configured according to the sample configuration document from the Pre-implementation.  The following are the systems that need to be configured:

































· Cisco Catalyst 6509

· Cisco 7120 Router

· Cisco Secure Server

· User laptop configurations






4.2.3. Testing







A test of the client initiated VPN solution will be performed according to the test plan developed during the Pre-implementation.  The test will be performed in the presence of an iBasis staff for validation.  The iBasis staff member will check off the validity of the test as it is done.  A signature will be obtained from the iBasis test personnel after all tests in the test plan have been passed.



4.2.4. Questionnaire review
The questionnaire created during the Pre-implementation will be distributed to the six test users during the testing.  iBasis and REALTECH will use the data collected during the feedback process to finalize and improve the client configuration details and content of the user manual.

4.2.5. Finalize documentation

REALTECH and iBasis will work towards the finalization of the user manual and CBT.




4.3. Post-implementation
Post-implementation is the final stage of REALTECH’s Implementation Methodology.  It contains the completion of the post-documentation, the onsite post-rollout support and knowledge transfer.  At the end of this stage, a close out meeting will be held to review the project summary and present the post-documentation.

4.3.1. Post-documentation

REALTECH will submit documentation to iBasis upon completion of this project.  iBasis will receive two hard copies that contain the following:

· Summary of project goals and work performed

· Logical diagram(s) of the VPN network solution

· Inventory of installed hardware components including serial, part numbers and warranty contracts

· Hard and soft copies of the modified switch and router configurations

· Snapshots and descriptions of VPN client configurations

· Descriptions of modified server configurations

· Descriptions of laptop configurations

· Customer concurrence testing checklist and sign-off











4.3.2. Implement rollout support
REALTECH’s Engineering staff remains on-site monitoring network performance and responding to any issues raised by iBasis’s staff.  
In general, standard post-rollout support includes a REALTECH engineer to be on-site for at least 2 days (4 hours each day) after rollout and will be responsible for resolving network connectivity issues and escalating problems.


4.3.3. Knowledge transfer


This  post-rollout portion of the project provides for  knowledge transfer from a REALTECH engineer to iBasis staff. This knowledge transfer phase allows for a REALTECH engineer to fully explain, in detail, the configuration, operation and maintenance of the installed products to iBasis IT staff assigned to this project.
4.3.4. Closeout meeting

The closeout meeting concludes phase I of the VPN solution project.  The purpose of the meeting is to go over the closeout summary of the project and present the post-documentation to iBasis.









5. Project Management

The Project Manager assigned to this project will develop a project plans and coordinate all installation resources to ensure the project is completed on-time and within the acceptable budgetary ranges.  The Project Managers’ responsibilities may include but are not limited to:

· Schedule Development and Maintenance

· Communications Reporting to be used as a basis for:  Project Status & Executive Reporting

· Project Status and Jeopardy Status Reporting

· Coordination of Project level Quality Assurance 

· Management of Change Control process

· Matrix Management of implementation team
· Execution of Escalation Process as needed

· Coordination of Documentation Requirements and Deliverables

· Lead Post Project Critique

· Understand and comply with Client Acceptance Criteria 

· Deliver final project documentation to client 

· Client Satisfaction
A project plan based on the expected completion times and tasks are included in this document, please refer to Appendix C.
6. Change Management
The introduction of a scope change due to iBasis’ request, latent technology discoveries or competitive challenges requires the use of RTS Change Control Process.  The process is not intended to stop or delay modifications to a project within the implementation cycle, but to ensure stakeholders are apprised of all known risks, cost increases or schedule implications due to the change.  The Project Manager is accountable for establishing the team, analyzing the request and providing written feedback on the decisions reached by the project team.

The overall objective of the Change Control Process is to:

1) Establish a consistent method of managing and monitoring project details, i.e., scope creep, scope reduction and or major deployment changes

2) Define an approval path for changes

3) Control changes to project scope and timeline

6.1. Change control request

All requests to modify a project from the original agreed upon scope, which is outlined in the REALTECH Scope of Work document, should be submitted in writing to the Project Manager.  The request should contain: the reason for the request, preliminary assessment of what segments of the project will be impacted, projected expense increase, i.e., resources, purchase of equipment, and other relevant information.

The Project Manager will record the date the request was received and within one day notify members of the team that a request has been submitted.  Within two days of receipt of the request, a meeting should be scheduled with the project team to analyze the request and its’ impact on implementation.  In the event the project team is at an impasse, a Change Control Review Board should be established to review the proposal of the team, provide input and reach resolution.   The Change Control Review Board should consist of representatives familiar with the technology and be accountable for risks associated with “go or no go” decisions.  At REALTECH it is recommended a Consulting Engineer serve as the chair for the Change Control Review Board with final approval provided by the Regional Engineering Manager.  

The entire Change Control Process from initiation to resolution should take no more than 5 calendar days. 

Due to the potential impact on deployment completion timelines, it is critical changes be resolved quickly.  Upon completion of the review, the Project Manager should generate a revised timeline and project work breakdown package.

6.2. Change Control Request Form

Project Name:_________________________________ 
      Project Manager:_____________________

Change Control No.____________________________ 
      Phone Number:_______________________

Change Submitted by:___________________________
      Date:   ______________________________

1. Present Project Scope:  (Provide written summary of current implementation plan)

2. Proposed Project Scope Change:  (Provide written summary of desired changes)

3. Define impact to project:  (Critical areas i.e,:  Financial, Resource, Engineering, Vendor, or Schedule)

4. Approval Section:  
___________________________  Project Manager

(date)_________

                                      
___________________________ Engagement Manager
(date)_________


                        
__________________________  Account Executive

(date) _________

Approved:  ______ (date)
Conditional Approval:  ______ (date)
Rejected ______ (date)*

*Detailed status on all rejected request for modification must be summarized.

7. iBasis Responsibilities
This section describes the responsibility of iBasis within each Stage of the project.  The responsibilities defined will help REALTECH and iBasis complete the project smoothly and successfully.  They include:

7.1. Pre-implementation
· Provide physical installation spaces and appropriate power

· Provide physical access to all necessary rooms, closets, and equipment

· Provide network access and passwords to all involved networking components
· Provide access and passwords necessary for operational testing of network equipment
· Work in conjunction with REALTECH to develop the VPN test plan
· Work in conjunction with REALTECH to develop the user feedback questionnaire
· Work in conjunction with REALTECH to develop a method of software and questionnaire distribution
· Identify the required six test users for initial evaluation
· Provide one external and internal switch port off the Catalyst 6509 for the Cisco 7120 router
· Provide one IP address for each external and internal interface of the Cisco 7120 router

· Provide an IP network address range (preferably a Class C network) for the VPN internal IP pool
· Provide an iBasis technical writer to work with REALTECH to create an outline and define the format for the user manual
· Provide an iBasis technical writer to validate with REALTECH the content and format of the completed user manual
· Provide an iBasis technical writer to work with REALTECH to create the outline and format of the CBT
· Define and adhere to encryption import and export laws over seas
7.2. Implementation
· Provide REALTECH with window of opportunity for installation of equipment
· Provide assistance with the distribution and collection of the test user questionnaire
· Provide REALTECH with an iBasis IT resource to verify testing of the VPN solution adheres to the test plan
· Review the feedback from the questionnaires with REALTECH and determine optimization possibilities
· Provide an iBasis technical writer to validate with REALTECH the content and format of the completed CBT
7.3. Post-implementation
· Identify iBasis IT member staff to receive one-on-one knowledge transfer

8. Project Contacts
8.1. REALTECH contacts
Paul G. Bezreh
Jacqueline Kim
Robert Ziegler

Strategic Account Manager
Managing Consultant
Project Manager
Engagement 

Manager

(508) 301-9200
(617) 261-4102
(617) 261-4201

pbezreh@realtech.com
jkim@realtech.com
rziegler@realtech.com

Phillip Gwon
Ken Tsang
Jim Balasubramanian

Consulting Engineer
Lead Engineer
Support Engineer

(617) 261-4204
(212) 290-5238
(212) 290-5252

pgwon@realtech.com
ktsang@realtech.com
jbalasub@realtech.com

Office Address:



REALTECH Systems Corporation


101 Arch Street



12th Floor

Boston, MA 02110
Voice:  617.261.4846

Fax:  617.261.1805
8.2. iBasis contacts

To facilitate efficient communication between REALTECH, iBasis and other parties related to the project, iBasis must generate a contact list.  The list should include the primary and secondary contacts within each organization and their roles within their organization and regarding the project. iBasis should provide this list to REALTECH no later than three business days after agreeing to this Scope of Work.  The required format is as follows:

Primary Contact:  

Name: 
Matthew Kristin

Title:
VP of IS and CIO

Phone: 
(781) 505-7500


Fax:

(781) 505-7300

E-mail:
mkristin@ibasis.net

Secondary Contact:

Name: 
Ryan Cassily

Title:
Network Administrator

Phone: 
(781) 505-7500


Fax:

(781) 505-7300

E-mail:
rcassily@ibasis.net

Additional Contacts:

Name:
John Bastoni

Title:
Network Administrator

Phone:
(781) 505-7436


Fax:

(781) 505-7300

E-mail:
jbastoni@ibasis.net

9. Statement of Concurrence

By signing this, iBasis indicates their agreement to the terms and conditions of the contents of this Scope of Work, and further that they will abide by the requirements necessary to successfully complete this project in a timely and efficient manner.

____________________________


_____________________________

Matthew Kristin, 




Jacqueline Kim,
iBasis Inc.





REALTECH Systems Corporation

Appendix A: Existing Network Diagram

Appendix B: Proposed Network Diagram









































Appendix C:  Project Plan


